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Mentors:

What is Range Searchable Encryption (RSE)?

(Sensitive)
Employee Records
(e.g. Salary, Bonuses)

User (e.g. Company HR)

Store files on external server | Access files anywhere
Index files Search for files quickly

Encrypt files Store files securely

.
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Cloud Server

Methodology
e Complexity theory to describe space/time
efficiency + security
o Theoretical models of scheme performance
as input size increases
o High-level view of scheme performance

See contents of files Advantages: v

Modify files

e Universal analysis, system independent
e More objective and applicable comparisons

Impacts of Our Work

Introduced different standardise comparison metrics e Developers can pick efficient RSE scheme
RSE schemes[1] [2]

e Save resources! (time, storage, $$9)

Qualitative security Novel quantifiable measure of -)

analysis of schemes
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Comparison Metrics: (1) Time Efficiency, (2) Security, (3) Space Efficiency

(1) Time Complexity Analysis

1. (Setup) Time to set up encrypted database on server > Runtime Analysis of
2. (Query) Time to search for + retrieve files from server algorithms in schemes

(2) Novel Volumetric Analysis -

Percentage of Maximum Volumes Leaked Against No. of Queries

Framework & Security Analysis 100

4 N
Different kinds of info leaked to attacker

for each entry accessed in server
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4 , . . h
Consolidate into single measure

1 'Volume’ = 1 unit of info leakage
for each entry in server

v

80 A

— CONST

60 - QUAD

— LOG(Exact)
—— LOG(Overcover)
40 4 — AUG(Exact)

| — AUG(Overcover)

20 1

Percentage of Maximum Volumes Leaked (%)

Higher % of Max Volumes Leaked
— More Info Leaked — Less Secure!
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Overall Security-Efficiency Tradeoffs

Space Efficiency Time Efficiency

Storage |Bandwidth | Bandwidth| Runtime |Runtime | Volume
(Upload) |(Download) (Setup) (Query) | Leakage

CONST

QUAD

LOG
(Overcover)

LOG (Exact) | 6(n log,n) O(log2R) O(n logn)

AUG
(Overcover)

AUG (Exact) | ©(n1082n) |  O(log,R) B(n log,n)
Legend O:

Yellow | Fair R. Size of uger qugry . (sc
: n: No. of unique files in scheme 6
Lime | Good n 2 R (n is the max user can query for) (sc
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(3) Space Complexity Analysis

(3.1) Storage

Given n unique files (input), some schemes store duplicate files
on the server (due to scheme design).

More Files Stored — Less Space Efficient — Higher Server Cost

CONsT| toG | AUG | Quap

Total no. n3+ 3n2+ 2n
of files n (log,n + 1)| 2n (logyn)-n + 2 g

space efficient  n: number of unique files in scheme space efficient

(3.2) Bandwidth

) Upload e Simulations
@ / (to server: query) On average

bandwidth

Bandwidth Download
(size of user’s (from server: e Formulated

upload/download) encrypted files) “Worst Case”

Final Recommendations

(1) DO NOT IMPLEMENT CONST or QUAD
e Terrible security and storage respectively

(2) USE LOG or AUG INSTEAD
e Balanced across all metrics
e Suitable for most use cases

(3) Pros of Overcover + Exact Cover

e Overcover: more secure
e Exact Cover: better for frequent querying

Future Work

1. Devise other metrics More options + information,
2. Evaluate more schemes > Developers make better choices
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